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Figure 1: Main view of our platform showing the Daily Communication Patterns visualization, this view displays message activity
over 14 days, showing more activity in the morning and at night.

Abstract

This paper presents a visual analytics system for detecting hidden
suspicious activities within communication networks. Developed
for the VAST 2025 Challenge, it analyzes two weeks of maritime
radio communications using temporal patterns, network and topic
modeling, and pseudonym detection. Interactive visualizations re-
veal covert coordination, thematic clusters, and corruption linked
to key individuals, demonstrating an effective approach for intelli-
gence analysis of complex deception networks.

Index Terms: Visual Analytics, Knowledge Graphs, Pseudonym
Detection, Temporal Patterns

1 Introduction

The analysis of communication networks and knowledge graphs
has become increasingly important for understanding organiza-
tional dynamics and detecting suspicious activity. Today, sophis-
ticated strategies (such as coded language, pseudonymous identi-
ties, and coordinated patterns) are frequently used to evade detec-
tion and obscure operational objectives. Traditional analytical ap-
proaches often fall short when confronting networks that intention-
ally employ systematic deception tactics. This article presents a
comprehensive visual analysis approach developed for the VAST
2025 Challenge, with a focus on Challenge 3, which explores ra-
dio communications in Oceanus. The challenge involves analyz-
ing two weeks of radio communications to generate a knowledge
graph connecting maritime entities, including vessels, companies,
and regulatory bodies. Our solution consists of an analysis platform
that combines temporal analysis, network exploration, pseudonym
detection, and indirect communication visualization to uncover hid-
den patterns in intercepted communications.
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2 METHODOLOGY

This challenge uses a dataset similar to those in previous studies
[1, 3], involving the same country and a comparable goal of iden-
tifying illegal activities. However, it differs in the specific data and
analytical approaches employed. This task addresses real-world
challenges, where illicit coordination is often concealed within le-
gitimate communications. Our methodology consists of two main
stages: data preprocessing and visual analytics.

2.1 Data Preprocessing

Entity and Network Analysis: Entities in the knowledge graph
were classified by type and subtype based on their relationships.
Their communications were also analyzed to uncover interaction
patterns and hidden connections, enabling focused and insightful
exploration of the network structure.

Textual Analysis: The texts of the communications were explored
to identify relevant themes, keywords, and events.

2.2 Visual Analytics System
Four views are employed in our approach:

Daily Communication Patterns: This interactive visualization
tracks daily communication patterns over 14 days using a knowl-
edge graph (see Fig. 1). It displays messages as color-coded boxes,
with the x-axis representing hours and the y-axis showing daily
bands. Users can expand days for details and apply filters to ex-
plore shifts and patterns.

Topic Modeling Explorer: The Topic Modeling Explorer is an in-
teractive dashboard that combines network graph visualization with
topic modeling to analyze communication patterns (see Figure 2).
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Figure 2: Topic Modeling Explorer integrating network visualization
with thematic analysis of communications.

Figure 3: Network Exploration module showing interactive views of
entity communications and relationships: full network on the left
(a), and the same graph filtered by nodes Sam and The Intern on
the right (b).

Users can adjust topic extraction methods and view relevant met-
rics. The central network graph represents entities as nodes and
their communications as edges, with node opacity adjusting based
on topic relevance. A sidebar displays topic keywords and entities,
and a message log provides detailed context for analysis [2].

Analysis of Nadia Conti: A detailed visualization of Nadia
Conti’s communications was created to investigate suspected illicit
activities, highlighting direct and indirect messages and suspicious
pseudonymous contacts (Fig. 4). Ten corruption event types were
detected using specific keywords, including document falsification,
illicit payments, and unauthorized access. An egocentric graph an-
alyzed her network of direct, indirect, and pseudonymous contacts,
while a keyword cloud revealed key themes. An interactive time-
line and message viewer tracked the daily progression of corruption
events, facilitating focused analysis by event type.

3 RESULTS AND FINDINGS

The Daily Communication Patterns view (see Fig. 1) revealed
two types of days: planning days with high morning activity, and re-
action days with increased late communication. Suspicious activity
aligned with night and early morning vessel monitoring. Messaging
patterns showed Boss dominating operations, with Mako primarily
executing tasks in the early morning.

The Topic Modeling Explorer view identified key thematic clus-
ters, including a permit-centered group (CR-7844) involving sev-
eral entities, and an environmental conservation group managing
patrols and advocacy, illustrating clear thematic and organizational
divisions within the communication network (see Fig. 2).

The Network Exploration view (see Fig. 3) revealed thematic
clusters around a permit and environmental conservation with dis-
tinct roles. Interactive visualizations, including a similarity heat
map, uncovered additional pseudonyms and confirmed alias pairs,
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Figure 4: Detailed analysis of Nadia Conti's communications, includ-
ing egocentric network (a), keyword cloud highlighting themes (b),
corruption event timeline (c), and interactive viewer for event filter-
ing (d).

exposing a clandestine network using coded language for illicit co-
ordination.

The analysis of Nadia Conti’s communications view revealed
clear evidence of corruption with 10 major event types, including
document falsification, illicit payments, and unauthorized access.
About half of her contacts used pseudonyms. Visualizations of di-
rect and indirect communications uncovered hidden message paths
and intermediary “bridges,” highlighting suspicious pseudonym use
in indirect messages. An egocentric network graph illustrated her
communication patterns (Fig. 4a), while a dynamic keyword filter
(Fig. 4b) and timeline (Fig. 4c) showed corruption themes and their
evolution. These results expose a complex covert network linked to
Nadia Conti.

4 CONCLUSION

The Visual Analytics System effectively reveals communica-
tion patterns, thematic clusters, and pseudonym use, exposing
covert coordination and corruption—particularly around Nadia
Conti—through integrated, interactive visualizations.
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